SECURITY AND INTELLIGENCEIN THE
POST-COLD WAR WORLD

Reg Whitaker

'Theend of theworld'sideological divison hasnot signifiedan eraof peaceand prosperity
but hasled to the emer genceof agreat empire, the Empireof the North, absolutelyrich,
which controlsthe most advanced for cesof knowledge.'

Fernando Collor de Meéllo, president of Brazil, July 1991

'THE CIA: OUR BUSINESSISKNOWING THE WORLD'SBUSINESS!'
CIA recruitingsogan aimed at attractingHispanic,
Asian and native Americans.

Theend of the Cold War raised anumber of expectations, among them
the prospect of a net reduction in the world'sstock of armament overkill,
whether nuclear or conventional. It quickly became apparent that these
expectations were naive. To be sure, the Red Army may self-destruct or
more or less disintegrate, as a by-product of the disappearance of the
Soviet Union asastate. The United States, on the other hand, has shown
no inclination to reduce significantly its military might. President Bush's
declaration of aNew World Order and thekillingfrenzy of Desert Stormin
the Gulf showed that theend of the Cold War isa distinctly asymmetrical
process.

The Imaginary War

The Cold War was, in Mary Kaldor’sinspired phrase, an'lmaginary War'.'
The superpowers threatened each other with nuclear holocaust, but
despite this-or rather, becausedf this-they never actually confrontedone
another directly in battle. The surreal quality of this 'war' (as Hobbes
wrote, "War consistsnotin battleonly, or theact of fighting; butin atract of
time, whereinthe will to contend by battle issufficientlykmnown') lay inits
juxtapositionof the apocalypticthreat of the moredireviolenceon theone
hand and the mundane reality o accepted spheres of influence on the
other. Politically, diplomatically and ideologically the two blocs were
apparently ranged against each other in adeath struggle, yet each politely
refrained from placingits hands directly on the other's throat.

The effect of Cold War rhetoric on Cold War practice was like that of
drink on lechery, as reported by the porter in Macbeth: ‘it provokesthe
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desire but it takes away the performance’.® Although the 'Wizards of
Armageddon’, sheltered in their thinktank-sponsored armchairs,
dreamed the deaths of millionsin counter-strikes and kill-ratios,"the real
fighters were handcuffed. The US Army fought against surrogates to a
bloody stalemate in Korea and to a convulsive and debilitating defeat in
Vietnam. The Red Army crushed the citizensdf itsown 'sociaist' blocin
Hungary and Czechoslovakia, and eventually gave up in despair in
Afghanistan. Only once, during the Cuban missile crisis, did the USSR
and the USA ever cometo the brink of direct military confrontation - and
that moment was so terrifying that both drew back chastened.

There was another side to the Cold War, a decades-long campaign in
which assaultsweremade behind enemy lines, casualtiessustai ned, battles
won and lost. This was the shadow war of espionage, counter-espionage
and covert actions. The armieswerethe security and intelligenceagencies
of West and East, the CI A and the KGB, and the multitudeof other forces
lined up on oneor theother side. In thewar that could never becomeareal
war, espionage became akind o prophylacticoutlet for frustrated aggres-
sion. Asan entire generation of spy novelistsand film-makersunderstood
very well, intelligence was the pornography of the Cold War.

Theend of the Cold War raised surprisingly few expectations of multi-
lateral disarmament of the security and intelligence establishments. Like
the casedf the military, the processhas been decidedly asymmetrical. The
former East Bloc agencies have dissolved along with their Communist-
ruled states. The KGB was divided into three agencies following the
disastrous role of the KGB head in the ill-fated coup of the hard-liners.
Then with thedissolution of the Soviet Union, even these three new forces
would appear to havefurther divided and devolved into smaller national
security and intelligenceforces along republican lines, of uncertain prov-
enance and function.

In the West, however, there has been little rethinking. Despite a
somewhat surprising call from Senator Daniel Moynihanto putthe CIA to
bed under thesupervision of the State Department, few publicfigureshave
apparently given much thought to the problem, let alone suggested any
major changes. Some spy writers have flailed about with public rumina-
tions about the future visibility (and profitability) of their genre, but the
real spymasters have carried on, businesspretty much as usual.

As with the 'peace dividend' which was never paid, the failure to
demobilisethe security and intelligence apparatusesrepresents more than
asimplecased bureaucratic inertia - athough the latter ought not to be
discounted asafactor. It istruethat bureaucratic empires are congelations
of vested interests which do not disappear smply because the reality on
which they have been premised has disappeared. But there is a deeper
reason why thingsare unlikely to change much. And thissuggeststhat the
Cold War waslessa uniqueworld order, than a phase, a'tract of time', in
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which persistent interests among capitalist statestook on, for a prolonged
historical moment, a particular pattern. With the collapse and disap-
pearance of Soviet Communism, those persistent interests are reasserting
themselves, unmediated by the Red spectre. Security and intelligencewill
continue to play an important role in the capitalist state system. Specifi-
cally, it isa powerful tool most readily availableto the United Statesin its
attempted reassertion of hegemony in the New World Order.

What Is Intelligence?

The simplest definition of intelligence is the systematic and purposeful
gathering of information by states about other states. It is assumed that
states harbour potentially hostile intentions toward other states, along
with the capabilities of inflicting actual damage — and that they wish, for
obvious reasons, to conceal these intentions and capabilities. It isin the
national interest of states to penetrate the secrets of their rivals (intel-
ligence), while at the same time protecting their own secrets (counter-
intelligence). In short, intelligence is a structural element of the modern
state-system in which a Hobbesian state of nature is the fundamental
international condition, limited only by balances of power — or in the
recent Cold War era, by a balance of terror.

Intelligence is thus intimately connected to war, or to preparation or
anticipation of war, and indeed is often seen by practitioners as war by
other means. M odern espionage asan art developedfirstintheeraof great
power rivalry preceding the first world war and achieved its greatest
technical advances in the hothouse atmosphere of scientific innovation
during World War I1. The unprecedented hyperdevelopment of lavishly-
funded and technol ogically-orientedintel ligenceestablishmentswhich has
characterised the past four decades has been, of course, intimately con-
nected to the Cold War. Military intelligence in the narrow sense has
always been associated with national armies and has even been institu-
tionalisedin theform of the 'military attachés’ posted to foreign missions
who are always, to somedegree or another, spies(often tacitly, sometimes
cheerfully accepted as such by all concerned). But characteristic of the
modern erain intelligencerivalry isthe much broader base of knowledge
deemed ultimately relevant to the coercivecapacitiesdf states: scienceand
technology; industrial potential and resource bases; the political strength
and autonomy of the state elites and their relations with the dominant
social forces; real foreign policy intentions and motives; the strength and
durability of alianceswith other states, domestic counter-intelligenceand
security capabilities.

In the century of total war and of permanent national security states
maintained even in peacetime, everythingis potentially relevant to na-
tional security. At least since World War 1I there has been a persistent
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connection between intelligence and academia, both in terms of individ-
ual s crossing between the two worlds®and of parallel stylesof work. Both
industries are, after all, in the information business: how knowledge is
gathered, processed and interpreted. Thedifferencesarethat intelligence
istargeted oninformation whichisdeliberately concealed or protected by
other states, and that it is a product consumed exclusively in the first
instance by the governments that sponsor it.

There are broadly speaking two kinds of sources of intelligence data:
human and technical - or HUMINT and TECHINT in the jargon of the
trade. HUMINT encompasses information gathered by or from people,
ranging from traditional spiesrunning networksof agents, to highly-placed
dedicated 'moles within targeted governments, all the way to occasiona
sources who may even be unwitting, or half-witting elements of an
operation. TECHINT encompasses all means of gathering information
through technology: thisrangesfrom traditional signalsintelligenceinvol-
ving the interception and decryption of encoded communications to
recording and mapping of electromagnetic impulses and satellite-based
imaging. Highly sophisticated surveillance of land, oceans and space is
now possiblethrough a wide variety of technical means, from electronic
listening-poststo spy satellites.

Typically, HUMINT-based intelligence agencies (the CIA and M16)
tend to belarger and morelabour-intensivethan TECHINT agencies(the
National Security Agency [NSA] or the Government Communications
Headquarters [GCHQ)]), but with smaller budgets than their capital-
intensive TECHINT counterparts. Of course, even TECHINT must be
directed by people, for purposesset by people. Perhapsfor thisreason,itis
asotypical that HUMINT agenciestend to beat the top of the bureaucra-
ticintelligence hierarchy. For instance, the head of the CIA is officialy
designated asthe Director of Central Intelligencetowhomthe Director of
the NSA issubordinate.

For many years there was considerable controversy within intelligence
communities about the relative meritsof HUMINT and TECHINT. The
Israelis, proud of their alleged prowessin traditional HUMINT, wereonce
scornful of American relianceon technology, but in recent yearsthey have
apparently joinedinthe TECHINT gamewith thelaunch of their own spy
satellites. Whileit remainstruethat certain kindsof information can only
be gained from human sources — particularly questions of motive and
intent® — it is also increasingly obvious that espionage at the close of the
twentieth century has become pre-eminently a matter of technological
reach and capacity. The resultant huge capital investments and the ad-
vanced research and development infrastructure required for high-tech
innovation entail serious political implications, to which | shall return.



REG WHITAKER 115
The Use and Misuse of Intelligence

The immediate impact of the ascendancy of TECHINT has been the
exponentia increasein the sheer volumedf information available. Totake
one example: the dense el ectronic eavesdropping coverage of the former
Soviet bloc carried out under the UK USA agreements of 1947 directed by
the NSA and the GCHQ wasregularly scoopingavast amount of everyday
communications out of the sky for over forty years. To take another
example: the access of the NSA and thus the CIA to the computer
networks o international airlines means that close monitoring of all
movements of persons across borders by air is possible. The question is
what sensible use can possibly be made of al this mind-boggling scopefor
accumulating bits of information, the vast majority of which is obviously
'noise'? Whileit istruethat el ectronic data processingmakes possiblethe
storage and retrieval of avolumeof information unimaginablein the pre-
computer age, the most sophisticated and complex programmes cannot
indicatewhat kind of informationisworth lookingfor, nor can they decide
what the accumulated information means. or what use should be made of
it. In other words, interpretationisstill a human prerogative. Itis, however,
unclear how much thisprerogativeisbeingexercisedin practice, or towhat
extent the technology is blindly driving the intelligence machinery. The
metaphor of the sorcerer's apprentice no doubt remains pertinent.

Intelligenceis a product to be consumed by governments. The tasks of
intelligencearein theory set by governments, and theintelligencemachin-
ery exists to fulfill the political agenda. In practice there are at least two
limitations on this theory: first, governments rarely know what it isthey
want from intelligence; second, the bureaucratisation of the intelligence
processcreates significant inertia and rigiditieswhich may prove resistant
to even the occasiona burst of activism on the part of the politica
leadership.

Ironically, the opposite effect sometimes has pernicious consequences:
a government driven by an ideological demon may demand a particular
intelligence product. The Reagan White Housedid not want to hear about
the military and economic weakness of the Evil Empire since this would
undermineits remilitarisation agenda. The 1991 confirmation hearings of
Robert Gates as Director of Central Intelligence elicited copious testi-
mony from former agency analystsdetailing how Gates had perverted the
interpretation of intelligenceon the Sovietsto fit' the Cold War precon-
ceptions of Reagan's Director, William Casey. One consequence of this
cooking of intelligence was that the Americans were caught ludicrously
unprepared for the collapse df the Soviet state.
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Covert Action

Discussion hassofar been confinedtointelligence asinformation gather-
ing. The notoriety of intelligence tendsto attach much more to what the
Americans call ‘covert action', or what the former KGB termed 'active
measures. Covert action refersto attemptsto actualy influenceeventsin
targeted countries by surreptitious means. This could include a range o
activities from concealed support for particular political forces, covert
propaganda and disinformation, and indirectly instigated economic de-
stabilisation, to covert support for paramilitary attempts to overthrow a
regime, or even political assassination. In thisway USintelligence hel ped
overthrow governmentsin Iraq and Guatemalain the 1950s, Chilein the
1970s and Nicaragua in the 1980s, and sponsored or assisted untold
mischief and suffering in other parts of the world on behaf of American
policy goals (southern Africa and Indonesia being two gridy examples).
Although outright bloodshed has been confined to the Third World, the
CIA covertly intervened from timetotimein Italy against the Communist
party and has, of course, offered hidden subsidies and other forms of
assistance to right-wing trade unions, anti-communist publications and
cultural organisations throughout the world.' The KGB, despitealuridly
exaggerated reputation thanksto anti-Communist extremistsand Western
intelligence, never came close to emulating the global reach of American
covert activity. But it did try. French and British agencieshave been active
in their traditional spheres of influence abroad, and the Israglis have
certainly not shrunk from covert activitieswithin Arab states, and against
Palestinian 'terrorists (loosely defined) on the international stage.

It seems inevitable that intelligence as information-gathering will spill
over into intelligence as covert intervention. Only small countries with
relativelylimited security stakesand noreal external clout appear capable
of confiningthemselvesto simply gathering and interpreting information.
To great powers, or to smaller powers with critical regional security
concerns, thetemptation totransform intelligencecapacity from passiveto
activeisoverwhelming. It isnot hard to see why. Intelligence evenin the
more passive sense involves the devel opment of 'assets' in targeted coun-
tries. Why not convert these assets when the occasion demands from
sources of information to activeagents of influence, or at |east elementsof
operations designed to influence rather than simply track events? The
temptation hasrarely been avoided, despite aquestionable record of long-
term political benefit to the intervening power. The overthrow of the
M ossadegh government in Iran by the CI A in 1953 wasfor yearsaccepted
within the agency as a textbook example of ‘how to', but the return of the
Shah scarcely turned out to be in the long term interests of the United
States. Much of theimpetusin the 1970sand again during the Iran-Contra
affair for greater Congressional oversight of US intelligence activities
abroad arose from the perceived damaged to US prestige and interests



REG WHITAKER 117

caused by the cowboys of covert action. None of this scepticism can
realistically be expected to do more than confine future covert actions
within certain guidelines for the prior advice and consent of Congress
behind firmly closed doors.® The existence of networks of intelligence
assetsat the disposal of big powersissimilar to the maintenance of large
standing armies: if they exist, they will likely be used.

The Domestic Face of Intelligence

Noned these variousfacesof 'external’ intelligence are without domestic
consequences, often of the most serious nature. The emergence of the
national security state as a state form in the late twentieth century
inherently blurs, if not obliterates, the distinction between external and
internal surveillance. Eisenhower warned of the military—industrial com-
plex which had arisen asaresult of the Cold War. Of course, nostate could
practise militarism abroad and remainimmunefrom the effectsof militar-
ism at home. Thesameistruefor the kindsof permanent interventionism
abroad represented by an intelligence establishment. Intelligence entails
counter-intelligence. Counter-intelligence requires an intensive regime of
internal security: censorship, propaganda, security screening, loyalty
tests, surveillanceand activediscouragement of domestic political dissent,
even the occasional palitical trial pour encourager les autres.

Themore aggressiveandintrusive astate's external intelligenceactivity,
the morelurid itsimagination about the covert threat posed by itsenemies.
Therise of McCarthyismin the United Statesin the late 1940sand early
1950s coincided with the high point o Western-sponsored disruptions,
destabilisationsand even armed banditry behind the Iron Curtain. By the
time America had come to termswith the existenceof an effective Soviet
sphere df influencein Eastern Europe, M cCarthyismwaslargely banished
from the American publicrealmas an excessiveand dangerousresponseto
the Soviet threat. A more routinised and institutionalised form of the
domestic security regimefollowed, in keeping with theinstitutionalisation
o the Cold War as arelatively stable system. But even safely within the
'legitimate’ sphere of state action, the domestic security regime remains
one primarily of repression.’

Aboveall, theidentificationand isolation of security 'risks restson the
namingof certain personal or group attributes— ideol ogical certainty, but
sometimes ethnic or religious— as inherently 'risky' by association with
external enemies. During the Cold War era, 'Communist' beliefs, sympa-
thies or associations (often defined pretty elastically) werein effect pros-
cribed in countries like the United States and the Federal Republic of
Germany, or severely circumscribed within ineffectual ghettoesin coun-
tries like Italy and France. The shrunken horizons of the universe of
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political discourse under such regimesare obvious. we will live with the
effectsfor generations.

Morerecently, with theend of the Cold War, thereappearstobegeneral
agreement that the Reds-under-the-bed, for whom there had been a
furious hunt for four decades, either never existed or long since expired
unnoticed while under deep cover. With the threat of terrorism and the
Gulf War, however, different kinds of 'risks have risen to the notice of
Western security establishments. As a series of judicid scandals has
embarrassingly enfolded in Britain, it has become obvious that being an
Irish Catholic in England can be potentially dangerous to one's health.
Complaints have similarly been raised by people of Arabic origin or
Moslemfaith about beingtargeted assecurity risks. Duringthe Gulf War a
number of British residentsof Arabic originwererounded upfor deporta-
tion, even though some of them were actually anti-Saddam Hussein in
their politics. In the era of intelligence wars, there are aways potential
enemy agents within and thus dways a need for political policing.

The implications of permanent political policing for the practice of
liberal democracy need little elaboration — athough large sections of the
British parliament and press apparently see no problem in domestic
spying. In the United States, Congressand the media havefitfully, but not
without occasional effect, cast bal eful eyeson domesticsurveillanceby the
state. Other Western countries such as Canada and Australia have de-
vel oped mechanismsfor accountability of security agencies. Freedom of
information lawsare a so of some significancein focusing public attention
through investigativejournalismand scholarship. The British government
remains obdurately against reform, despite evidence of MIS involvement
in attempts to destabilise or discredit the Wilson L abour government, and
perhaps even the Heath Conservatives." Legitimate criticism of British
disregard for civil libertiesaside,” there is probably not in practice agreat
deal of difference between the security regimes in any of the Western
states. Where a persistent threat to publicorder and safety exists (asisthe
case in Britain with the IRA), the repressive potential will be extended.
But the point about the domestic implications of intelligence establish-
mentsisthat evenin theabsence of genuinethreats, the machinery remains
in place, to be activated when required.

Cest LaGuerre

The dramatic collapse of the Soviet Blocisan epochal event in the history
of modern intelligence. Intelligence on a global scale was organised
around the central fact of the Cold War since the late 1940s. While there
were regional conflicts which importantly shaped the goals of smaller
players(most notably the Middle East), eventheseweretied inexorably to
thebipolaritiesof the Cold War, giventheinsistencedf thesuperpowerson
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imposing Cold War aliancesand antagonisms. The Third World was an
extended battlefield over which the two blocswaged indirect intelligence
wars over regional and local issues redefined in globally strategic terms.
And the Third World was also a kind of Cold War Monopoly board over
which the major players fought to directly control especialy valuable
properties upon which could be erected intelligence counters. strategic
listening posts, staging basesfor agents, points for disseminating propa-
ganda and disinformation.

Within the two blocs, the superpowers imposed their hegemony over
their smaller partners under a rigorous system of dominance and subor-
dinationinintelligencesharing. The UKUSA agreements of 1947 werethe
foundation for a global network of sophisticated electronic eavesdropping
technology, but the subtext, as it were, of these agreements was the
institutionalised hegemony of American TECHINT with its nervecentre
at the Fort Meade, Maryland, headquarters of the NSA. The British were
established as'senior’, butin practicesubordinate, partners, whilesmaller
countrieslikeCanada, Australiaand New Zealand aredejure, aswell asde
facto, junior partners. Other countries have been added later to the
network but as 'third parties.” There are a number of points to make
about this arrangement. First, the entire world-widenetwork was always
targeted at the Soviet Bloc: the intelligenceobjectives of al the partners
have thus been congedled in a Cold War pattern. Second, American
leadership has dways meant that to aconsiderable extent, alliesfeed raw,
or semi-finished, intelligence to the US. In exchange they receive back
intelligence interpreted by Washington. This has dways seemed like a
good deal to junior partners since it allows them access to a finished
product whichthey could never develop on their own, but needlesstosay it
allows the United States to diffuse its own interpretation of the world.
Finally, the sharing of intelligence bringswith it an additional American
lever of influenceover itsallies: American security standardsand methods
are imposed upon other countries as necessary protection for American
Secrets.

Theconnectionismadeall the more effectiveby thefact that it typically
works at the interbureaucratic liaison level rather than at the politically
sensitivelevel of elected governments. Anembarrassing by-product of the
murky and suspiciousaffair of KAL 007, the Korean airliner shot down
over Soviet airspace in 1983, was the public disclosure of intelligence
gathered from a US listening post on Japanese territory, which co-
operating Japanese signals intelligence officershad agreed to keep secret
fromtheir own military superiorsaswell asgovernment officials.” | nterna-
tional intelligence'communities’ thusform acuriouskind of bureaucratic
International e operating under the noses of and sometimes even against
the wishesof national governments. MISs Charlie McCarthy, Chapman
Pincher, once wrote that from the point of view of the British intelligence
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establishment, dependence ontheinternational connectionis'so great and
cooperation so close that | am convinced security chiefswould go to any
length to protect the link-up’.* Including, as Pincher has enthusiastically
endorsed, actively destabilising a government elected by the British
people.

Of course there have been tensions within the Western intelligence
community. The Americans were enraged at the alleged laxity of the
Britishfollowing the series of spy scandalsin the1950s and 1960s involving
Burgess, Maclean, Philby, Blake and others. For their part, the British
have harboured feelings of resentment at American presumption.” The
French havetypicaly played their own gamefrom timeto time, withinthe
limits of their resources, on occasion reportedly bugging and spying on
American officials." And the Israeli—Americanintelligence connection is
one which has drawn much curious attention, especially since the convic-
tion of the American civil servant Jonathan Pollard for espionage on
behalf of Israel.® Y et so long asthe Cold War endured asthe overarching
framework for intelligenceactivity, these tensionswerekept marginal . For
instance, it has recently been revealed that ‘for a decade and a haf the
United States has provided substantial covert assistance to the nuclear
forcesof France' —in violation of USlaw and in contradiction to France's
public protestations of an autonomous military stance.” Even so
egregiously bloody-minded an act of independence as the deliberate
destruction by the Isragli air force, with the loss of 34 American lives, of
the American surveillance ship the USSLiberty, which had been monitor-
ing Israeli operationsduringthe 1967 Arab—Isragli war, wasquickly swept
under thecarpet by both governmentsso asnot toendanger the anti-Soviet
aliancein the Middle Ezst.™

What To Do When The Enemy Vanishes

And then the globa antagonist of the past hdf century simply vanished.
There had been warningsof thisstrange disappearance, but the hardliners
inWestern intelligenceagencieswerequick to dismissreportsof imminent
Soviet demise as clever KGB disinformation designed, in one of the
favourite clichés of the Cold Warriors, to 'lull us into afalse sense of
security’. Reaching again into the old cliché bag, these same 'experts
declared that unlike squishy liberal appeasers, they harboured no 'illu-
sions about the Soviet beast. In fact it was precisely the hardline
orthodoxy that turned out to bethegreatest illusiondf all. Theintelligence
community by and large believed the smoke and mirrorsshow put on by
the Wizard of Oz and could scarcely credit their own eyes when a
shrunken, unprepossessing and pathetic little figurefinally crept out from
behind the facade.
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This reluctance is understandable when we consider how much is at
stake. It is nothing less than the entire ingtitutional and ideological
underpinning of intelligencein the postwar world. And in particular it is
American hegemony over thewesternintelligencecommunity. Alliances,
after al, work when there isa common enemy. Thereis moreover a huge
capital and labour investment in Cold War-drivenintelligence. TECHINT
islikeagun; however sophisticated thetechnology, it must be pointed at a
target. Reconnaissance satellites, for instance, have fixed orbits and
cannot be simply and cheaply redeployed to new targets. But HUMINT
too hasitsown 'inertial thrust' (to steal a phrasefrom E. P. Thompson).
Years of painstaking work in building up networks of agents and sources
will not be easily cast aside. Counter-intelligence targeted almost ex-
clusivelyon the KGB hasproduced asubstantial investment in personnel.
Of course bureaucrats will be reluctant to start over again.” But the point
of no return has finaly been reached. After the breakup of the Soviet
Union, the 'Soviet threat' to the West no longer frightens even small
children and impressionable generals.

A new intelligence paradigm is required to replace the old. One out-
come which can be ruled out of court at the outset isthat intelligencewill
be phased out, having outlived its usefulness. Apart from the usual
motives of bureaucratic survival, and the ingenious ways in which intel-
ligenceagencieswiththeir privileged control over information can manip-
ulate their own job descriptions, the disappearance o the old antagonist
should not provefatal. The preconditionsfor intelligence asa permanent
government function lie in the modern state system. The Cold War was
simply aparticular configurationdf thissystem. In gaugingtheeffect o the
end of the Cold War, itisimperative not to mistaketherhetoricof the Cold
War for the reality. |deological polemicsand nuclear sabre-rattling aside,
the Cold War had settled into a balancedf power systemby theearly 1950s
which fostered a great deal of stability and predictability in international
relations. Part of thisstability wasbased somewhat ironicallyonthe'war by
other means which wasintelligence. Specificaly, TECHINT in the form
of asatellite reconnai ssanceregime became an important element of trust
between the superpowers. AsJohn LewisGaddisputsit, 'the fact that the
Americans and Russians have actually cooperated in spying on one an-
other wasinitself, for many years, onedf the better kept secretsaof theCold
War’.2 The ability of spy satellites to detect and thus prevent surprise
attacks was tecitly recognised by both sides as useful; as a conseguence,
both sides cooperated to ban anti-satellite weaponry which could have
threatened thiselement of stability. More recently, high-techsurveillance
capabilities provided the basisfor reductionsin arms. The sticky point of
on-siteinspectionswasin readlity just the icing on the cake. Now that the
former Soviet Union has become an unprecedented international phe-
nomenon, adecomposing nuclear power, American surveillance capabil -
ities dlow for reatively effective management of the reduction and
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perhapseven elimination of theex-Sovietatomicarsenal. Thingscouldtill
go wrong, with horrific consequences, but American intelligence can at
least track the movementsof weaponsand missileswithgreat accuracy. Itis
unlikely that any of the Soviet successor states can hide a nuclear capacity
from the eyesin the sky.

Thesame, of course, goesfor smaller stateswith pretensions to become
nuclear powers (viz., Iraq and Pakistan). Here too American intelligence
will play akey rolein policing the spread of nuclear arms. Politically, the
American role might well be criticised as selective and hypocritical (the
scandal of the Israeli bomb is one which will stick in many Third World,
especially Arab, throats), but the extremely uncomfortable fact remains
that with the end of the Soviet counterbalance, a jittery world can have
little recourse but to rely on American self-interest to prevent further
nuclear proliferation - and thusto rely on a continued American global
surveillance regime.

Satellite reconnai ssance was not the only area where Soviet—American
cooperation in intelligence predated the end o the Cold War. Although
the Reagan CIA had tried unsuccessfully in the early 1980sto force the
phenomenon of international terrorism into a Cold War mould (the
ludicrous'Bulgarian plot' tokill the Pope beingthe most egregiousitem),
by thelate 1980s, thetonehad shifted significantly, with variousAmerican
intelligence officials noting that both states had a common cause in
working against international ‘anarchy' perpetuated by unruly non-state
actors. In October 1989, agroup of retired top-level CIA and KGB officias
met under the auspices of the RAND Corporation in Santa Monica,
Cdliforniatoexplorea'dialogue’ on co-operation against terrorism.™ This
waspublic, but it appearsthat more serious secret contacts may have been
made between the two old antagonisis.™ It may be assumed, although
there hasbeen no official confirmation, that the Sovietsshared intelligence
on lraqand onforcesallied to Saddam Husseinwith the Americansduring
the Gulf War.

All these cooperative glimmeringshave, of course, been rudely super-
ceded by therush of events. Thereisperhapslittleleft in Moscow now for
the Americansto cooperatewith. The remnantsd the KGB are now being
gobbled up by the successor states. The hope of the professionalsin the
organisation in the aftermath of the failed coup against Gorbachev was
that they could giveuptheir odiousroleininternal repressionand become
amore'legitimate' external intelligenceagency likethe Cl A. Thedismem-
berment of the Soviet state leavessuch a prospect without a base. Yeltsin
hasalready shown an appetitefor incorporating aninternal security force,
and other republicsmay well follow suit — especiallywhen power struggles
like that in Georgia ensue, as they certainly will. Some of the least
admirable elements of the old KGB may thus be recreated in a series of
smallerinternally-directed forces. But whatislessandlesslikelyisthat any
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external intelligence capacity with global reach will survive, certainly
nothing remotely comparable to the KGB of old.

Even thisdevel opment may havelesssignificancethan might appear on
thesurface. Thereisgrowingevidencethat the once-vaunted reputati on of
the KGB (fattened long ago on the defections of ideologically-motivated
spies like Kim Philby) was about as grotesguely overdrawn as the per-
sistently alarmist reportsof alleged Soviet military might. From at least the
1970s, Western intelligencewasactually gainingfar more high-level moles
than they werelosingin theother direction. Oneadf the most important of
these double agents, Oleg Gordievsky, has recently published, with
Christopher Andrew, a documentary record of KGB instructions to its
foreignoperationsin thelate 1970sand early 1980s — thepicture painted is
of incompetence and stupidity on ascalealmost derisary. ™ The declineand
collapsedf the USSR wasactually foreshadowedin the declineinto senility
of itsintelligence establishment.

American intelligence weas already preeminent on a global scale long
before the end of the Cold War. The collapse of the Soviet state does not
mean an unexpected victory for the US; it does mean that USintelligence
isnow freeto turnits power on targets of itsown choosingwithout having
to anticipate the movesaof an antagonist who had long sincelost histouch
but lingered on in the game as a nuisance.

Fighting the Next War

What will intelligence agencies do in the post-Cold War world? | have
aready suggested an important, indeed necessary, rolefor (US) TECH-
INT: monitoring nuclear disarmament and policing nuclear proliferation.
More controversial is the continued role of the US and other Western
statesin the Third World. Thereislittle reason to anticipate any diminu-
tion of intelligence activity here. Theimposition of Cold War definitions
on regional Third World conflictswasalwaysan artificial operation which
masked the real material interests which the US was advancing." These
interests remain and, if anything, can now be pursued more nakedly than
inthe past, without havingto pander to rhetorical contestswiththe Soviet
about anti-imperialismand national liberation. Thismay mean that covert
activity, as such, may give way to more overt use of force, asaready in
Grenada, Libya, Panamaand Irag. In thissense theintelligence arm may
be relied upon lessthan the military arm when there islittle fear of local
interventions escalating into world war. Yet it remains true that military
interventions arecostly, risky, and reguireconsiderable priming of domes-
tic public opinion. Covert activity is dways tempting as an apparently
cheaper and 'cleaner’ meansaf gettingsomethingdone; the political risks,
athough considerable, are more easily concealed in the short run— aways
atempting prospect to governments. Thus we might anticipate continued
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covert action in the Third World as an adjunct or accompaniment to
greater reliance on the overt threat of military intervention.

The Future of the Counter-Terrorism Industry

Another intelligence requirement, to which | alluded earlier, is counter-
terrorism. Thethreat posed by non-state actorsto international order has
been greatly magnified by those with a stake in puffing up a post-Soviet
threat which can mobilise public support for increased security expendi-
tures. Notoriousatrocities like airliners blown out of the sky have raised
understandablefearson the part of ordinary citizensfor their own safety.
The actua incidence of terrorist assaults on innocent third parties is
extremely low (more Americans die annualy from dog bites than from
terrorist attacks), but asactsdesigned for maximum publicity they dlicit a
public frisson out of al proportion totheirincidence. A counter-terrorism
industry (partly in government but also located in the private sector) has
donevery wdl by exploitingthesefears." Characteristically, the 'experts
insgist that the political causes of terrorist actions are irrelevant but that
resourcesshould bespent on maximum force, especiallydf atechnological
kind, topreventtheeffectsof terrorism.® Thisoperational principleallows
the USto attack progressivemovementsin the Third World as'terrorist'
and eventoclaimthe moral support of the'international community'. The
invention of 'narco-terrorism' (Noriega) and ‘techno-terrorism’ (Saddam
Hussein) as made-in-Washington constructs allow considerable scope for
intrusive American penetration of the national sovereigntyof Third World
states, just as'state-sponsored terrorism' justified the air attack on Libya.
The Americans, however, have a problem with counter-terrorism. The
weapons and methods available to violent non-state actors tend to be
peculiarly resistant to surveillance by the favoured means of TECHINT.
Reconnaissance satellites can yield astonishingly detailed information
about many things, but they cannot indicate much about movements of
small numbers of terrorists planning, say, to assemble and detonate a
bomb at alocation known only to them. And technology will go only sofar
in permitting detection of bombsand other terrorist devices. Only human
agentsarelikely toyieldthekind o specificintelligencewhichcan actually
prevent actions by infiltrating and countering terrorist cells. There does
not seem to be strong evidence of Western success in this regard. One
shortcut which has tempted American counter-terrorism has been to
strike allianceswith elements already operating in the shadowy world of
terrorist activity — with dangerous consequences, asevident from Ameri-
candisastersin Lebanon. Worseyet isAmerican sponsorship of right-wing
forces eager to employ terrorist methods against left-wing movements.
The Frankenstein monster of Renamo in Mozambique is a case so
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egregarious that the State Department has actually felt compelled to
denounce that group's barbarities.

The search for effective counter-terrorist methods has very much
strengthened thetiesbetween United Statesintelligenceand the hard right
in Israel, centred in the military and intelligence establishment and the
Likud party. This in turn creates dissonance and conflict within the
American state in the making of Middle Eastern policy. Although the
State Department would obviously like to see an Arab-Israeli settlement
that would protect oil supplieswhile dlowingthe Americansto turn their
attention to other partsof theworld, theinfluencedf thelsraeli hardliners
not only on US public opinion but on those elements of the national
security apparatus with which they have formed tactical alliances, forms
significant blockages. Other, lessdramatic, rigiditiesaresimilarly imposed
in other regionsby paralel aliances.

Although terrorist activity seemsto have goneinto someabeyancesince
the late 1980s, it may well return to prominence in the decade ahead.
American military hegemony, and American willingnessto useits power
directly and nakedly in the new unipolar post-Cold War world, may
displacefrustrated national movementsonto the desperate plane of inter-
national terrorism. Thiswill forcethe UStoexpanditshuman aswdll asits
technical intelligence capacities, and will inevitably entangle US policy in
the complex snares of tactical alianceswith dubiousforces, both state and
non-state. In short, the counter-terrorism industry has a future which it
certainly does not deserve on its own merits. And we can anticipate the
mai ntenance, even the enhancement of many elements of the repressive
domestic security regimethat came aspart of the Cold War package.

Intelligencein a World of Shared Hegemony

If the demise of the Soviet bloc means the end of bipolarity in the old
sense, it does not mean the end of divisions over hegemony within the
capitalist world. Onedf the functionsof Western intelligencecooperation
during the Cold War, as| tried to make clear earlier, wasintegrating the
Western bloc under American hegemony through inter-bureaucratic link-
ages. Relatively effectiveasthiswas, it cannot survivetheend of the Cold
War unscathed. The distrust between states that underlines the very
existence o intelligence was only partialy repressed within the Western
aliance by a common anticommunist ideology. Without this glue, divi-
sionsdf interest will widen. Whether or not NATO remainsintact in one
form or another, the NATO allies will increasingly spy on one another,
especially when economic and commercial secretsare at stake. Andinthe
context of global capitalist competition, America will find increasing
reason to spy upon Japan, and vice versa, while Europe will remain
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suspicious and watchful in regard to both the North American and Far
Eastern economic blocs.

This scenario might seem to indicate an end to American intelligence
hegemony, but this is not necessarily the case. As Stansfield Turner,
former Director of Central Intelligence under President Carter, has writ-
tenin arecent pieceon 'Intelligence for aNew World Order": . . . welive
inan information age . . . Information aways has been power, but today
there is more opportunity to obtain good information, and the United
Stateshas more capability to do thatthan any other nation’.*® Turnerisright.
Just as America remains the dominant military power in the world,
overshadowing Europe and Japan in sheer might, so toothe UShasby far
the greatest espionage capacity. In HUMINT, decades of global CIA
involvement has left the US with by far the most extensive networks of
human assets. Thisisalso the casein the capital-intensiveareaof TECH-
INT. Other countrieshavegoneinto thesatellite reconnai ssance business,
but the cost of matching the US capability is prohibitive." Moreover the
UShasabigtechnological lead derived from itsyearsof speciaisationand
thehigh priority granted research and devel opment of imagingtechnol ogy
by the American state. Americansmay not beableto produce automobiles
and home entertainment equipment to compete commercially with the
Japanese, but they can take on any comersin high-tech espionage.

At the outset of the Cold War, America held combined military and
economic hegemony over the capitalist world. At the outset of the New
World Order, America haslost much economicground toits Japanese and
European competitors, but retains its military hegemony. A key question
for American policy-makers is how to use this military superiority to
maintain its broader leadership. The kind of costly adventure represented
by the Gulf War inwhich American armswerebankrolled by Japaneseand
German money seemsadubious meansof maintai ning hegemony: playing
global rent-a-cops only confirms America in its addiction to a Pentagon
capitalism which further erodesits commercia competitiveness. Is fin de
siecle America then locked into aviciouscycledf decline? Thisistoolarge
a question to be addressed here, but | would like to point to some
implicationsof the role of intelligence.

Stansfield Turner makes an interesting point in this regard when he
asserts that in the New World Order

thepreeminentthreat to USnational securitynow liesin theeconomic sphere. TheUnited
Stateshasturned from being amajor creditor nationtothewor|d'slargest debtor,and there
are countlessindustrieswhere US companiesareno longer competitive. That meanswe
will need better economic intelligence. The United Statesdoesnot want tobesurprised by
suchwor ldwidedevelopmentsastechnological breakthr oughsnew mer cantilist strategies,

sudden shortagesof raw materialsor unfair or illegal economic practicesthat disadvantage
the country.

Thereneedsto be, Turner adds, a'more symbiaticrelationship between
the worlds of intelligence and business'.® The retired CIA director may
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have put his finger on the most important new development for the
immediate future.

Each of the three capitalist economic blocswill havetraditional political
security concerns. Europe will be particularly concerned about the politi-
cally and economically unstable transitions to market systemsin Eastern
Europe and theformer Soviet Union. Japan will have a strong interest in
political devel opmentsin China, Koreaand southeast Asia. And America
will maintain a keen interest in the stability of pro-American regimesin
Latin America and the Caribbean. Effective intelligence will be an ob-
vious requirement in each case. But beyond these concerns are the direct
economic rivaries among the blocs. Intelligence is aready employed
extensively in the private sector: industrial espionage is a specialised
corporate function.” There are at least two broad areas where economic
intelligencecan be of utilityinthe new eraof capitalist competition. States
can offer intelligenceassi stanceto their own nationally-based corporations
in spying on foreign competitors, stealing technology, offering sophistic-
ated 'risk analysis to corporations operating abroad, and so on. On the
other side, governmentswill find it expedient to privatiseor contract out to
theprivatesector elements of their intelligenceoperationswhichthey wish
to keep at arm's length (viz. the Iran-Contra affair). This is Turner's
‘'symbioticrelationship' between intelligenceand business. It presentsthe
prospect of anew and enhanced rolefor the national capitalist statein the
eradf global competition aswell asafurther blurring of thelines between
the publicand private sectors. It a so raisesinteresting questionsabout the
nationality or home base of multinational corporations. American policy-
makers, for instance, will have a delicate problem when dealing with
American-based businesstaken over by Japanese capital. These are new
and unprecedented problemsfor theintelligenceworld which wererarely
glimpsedin the old Cold War days.

The second area of economic intelligence is the production of what
might be called macro, as opposed to micro, economic information.
International competitiveness can be enhanced by the availability of
detailed world resource inventories, long-range forecasting of shifting
weather patterns, theimpact of new technologies, global migration move-
ments, demographic transformations, impendingenvironmental problems
and their implications, and so on. The awesome capacitiesof TECHINT
aliedtoe ectronic data processingmight actually beput to better usewhen
applied to these kindsof problemsthan to the massing of vast amounts of
trivial bitsof information about the Cold War 'enemy’.

In relation to both macro and micro economicintelligence, the Ameri-
cans are much better placed than their European and Japanese competi-
tors. Both the latter start from weaker technological bases and lack the
existing global reach of American intelligence. The Europeans have
particular problems of diseconomies of scale. Despite the growing eco-
nomic integration of the European Community, intelligence remains
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fragmented into national services, divided by traditional jealousies, with
littleimmediate prospect of poolingtheir resourceson acommunity-wide
basis. Yet without such pooling, they cannot hope to offer the kind of
assistance to European corporations that the USintelligence community
can offer its corporations. Japan also suffers from an underdeveloped
intelligencearm, which it iscurrently trying to beef up. Japanese corpora-
tions are good sources of economic intelligencebut they apparently do not
always share this with the state and Japan thus lacks an effective coordi-
nated public-private intelligence capacity. One Japanese official recently
described Japaneseintelligenceas'hdf acentury' behinditscompetitors."
Efforts to catch up run into resistance both at home and abroad, given
Japan's past history of militarism and expansion.

Intelligence doesoffer America an advantage in the economic competi-
tion between the three blocs. Whether it can use this advantage over the
long run isanother matter. After all, it must still produce the goods that
will sell onworld markets. But beyond the competitive advantageof blocs,
there is a broader and grimmer perspectivein which to place the role of
intelligence in the service of wealth. The capital-intensive, high-
technology control of information at theend of thetwentieth centuryisyet
onemoreformidable power of thecapitalist blocsover the Third World, as
well asover theformer Communist states.

Asthegulf between the rich and poor nations widensand the helpless-
nessand despair of the wretched of the earth deepens, we can appreciate
the prescience of the Brazilian president in discerning a post-Cold War
'‘Empire of the North', 'which controls the most advanced forces of
knowledge'. Intelligence isone more weapon in the hands of the strong.
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