THE TOWER OF INFOBABEL : CYBERSPACE AS
ALTERNATIVE UNIVERSE

Reg Whitaker

Fin-de-siécle capitalist cultureisawash with propheciesof revolution. We
aretold that we arein the processof atransformationso profound that we
can barely discern itsimplications. But this time the spectre is not that of
revolutionfrom below, but from outside, throughthe miracul ousagency of
that deus ex machina, technology. The Agricultural Revolution and the
Industrial Revolution are now to be surpassed by the Information
Revolution. The computer is transforming economy, society, culture,
human beings themselves.

To the prophets, the digital futurologists of capitalism, this is not
revolution as spectre at al, rather it is a beacon pointing the way forward.
The future will be entirely different from the present, yet plus ¢a change,
pluscest la méme chose capitalism will be the engine of this transfor-
mation because it is capitalism that taps the wellsprings of technological
change, capitalism that knows how to put technology to practical use and
capitalism that can market the new technologies. Some capitalists will be
thrown off by the great wheel of laissez innover, but those who learn to
rideit will be rewarded with positionson the commanding heights of the
new world.

Against thissiren chorus of conservative revolutionariesthere stands a
smaller, less electronically articulate and less media-literate but equally
enthusiastic, group of leftish prophets who see the seeds of socia
revolution in the new technologies. Democracy will spring not from the
barrel of a gun but from the personal computer and modem. States and
corporationswill losecontrol over theflow of information. The Peoplewill
rule the Internet.

Both camps are united & |east on the principlethat it istechnology that
is the autonomous engine of higtory. It isasif some cosmic dice are cast,
and we await nervoudly, excitedly, to seeif our number comes up. Thereis
a third camp, not politically identifiable under traditional labels, that also
shares this understandingof how the universe unfolds and our place at the
table as spectators. But these are pessimistswho think the results will be
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bad, destroyingjobs, displacing values, degrading society and stunting our
culture.

Finaly there is a fourth camp, aso politically uncategorizable, that
rejects the technologica determinism of the others, derides the prevalent
infohype, and arguesthat we can turn back the great wheel or at least stop
it in its tracks, if we recognize the flimsiness and pretence of the
prophecies. The Information Revolution is in their eyes no more than an
incremental changein theway wedo things, far from aqualitativeleap into
the unknown.

Given the extreme trendinessof so much discussion of thisquestion, its
breathless up-to-the-minutequality, it is something of a shock to discover
that the most haunting image of the Information Age was penned some
forty yearsago by an Argentinian writer innocent of any interest whatever
in the technology of the present or the future. This is Jorge Luis Borges
remarkablevision of the'Library of Babd':

The universe (which otherscall the Library) is composed of an indefinite and perhaps
infinite number of hexagonal galleries.. .. Fromany of the hexagonsone can see, inter-
minably, the upper and lower floors. Thedistributiondf the galleriesisinvariable. Twenty
shelves, five long shelves per side, cover all the sides except two; their height, whichis
the distance from floor to ceiling, scarcely exceedsthat of a normal bookcase. One of the
free sidesleadsto a narrow kallway which opensinto ancother gallery,identical tothe first
andtoall thered.. .. Alsothrough here passesa spiral stairway, which sinksabysmally
and soars upward to remote distances. In the hallway there isa mirror which faithfully
duplicates all appearances.. .. The Libraryisa sphere whose exact centreis any one of
its hexagonsand whose circumferenceisinaccessible.

Given the frenetic and feverish manner in which the information
revolution is being hyped, it is worth pausing to ask just what is actually
involved in this revolution. The initial answer is deceptively simple.
Essentially there are two closely linked technological departure points: the
computer and instantaneous communication systems. Both technologies
have been developingin an exponential, explosive trgjectory, but it isin the
fusion of computing and communications(networks), that the truly revolu-
tionary potentia lies. Just asthe capacity of the human mind to store, sort,
retrieve and manipulate vast amounts of information is being enormoudy
enhanced by means of ever-smdler, ever-faster and ever-more powerful
microprocessors, the reach of individualsis being immeasurably extended
through fibre optic cable and satellite communication to form 'real-time'
networking of al computers.

Thistechnological fusion hasliterally created a new world, a new space
— cyberspace. Cyberspace exists nowhere and everywhere?, it is a tabula
rasa in the sense that it is constantly being constructed and reconstructed,
written and rewritten, by the simultaneous interaction of al those
networking in the medium. With Virtual Reality — which eventualy will
shed its present clumsy apparatus of goggles and gloves for something
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more akin to StarTrek’s Holodeck, an all-encompassing artificial inter-
active environment — cyberspace will actually become a lived space, with
itsown landscapeand geography, into which peoplewill 'move’ and inside
which they will 'act' (and be 'acted upon’). The discovery of such a new
world, and more, a world that is apparently plastic, that can be moulded
(closer to our heart's desire, unlike the intractableand often perversered
world?), is bound to bring out the Faustian in those who first glimpse its
expansive, seemingly limitless, contours. They stand with wild surmise
upon a peak in Darien.

With Faust, let us give the devil hisdue. The possibilitiesare endless,
intoxicating. Space — old-fashioned physical space, distance — aready
shrunk by technologies like the telephone, is finally dissolved in cyber-
space. People communicate with one another without regard to physica
location: communities (systems of communication?) can transcend not
only locality but the artificial constructsof the nation and political bound-
aries. New languagesare born out of the new formsof communication, and
with them, humanity reshapesits own consciousness.?

Already, not in some speculativefuture, but in the here and now, cyber-
space is giving birth to new, ‘artificial' life forms. In computer labs,
programs have been designed to replicate particular environments (say, an
‘ocean’) and into these environmentsa 'species (for instance, 'fish’) has
been introduced that is programmed to adapt to changing conditions.
Generations pass and adaptations are made quite independent of the
origina program. The fish swim about, eat, reproduce and die in cyber-
space. They are not 'red’, they have no physica materidity, yet they
behavejust like'real" fish, they interact with their environment, and they
make something of themselvesin the pracess.* In the most recent Star Trek
spinoff series, Voyager, thereisa brilliant creation, the Emergency Medical
Hologram, a computer program containing the most advanced medical
knowledge projected holographically as a 'doctor' who must serve as the
starship's chief medicd officer in the absence of a human doctor. This
hologram behaves remarkably like a human being when interacting with
'rea' humans, he is self-conscious, he experiences anxiety, irritation,
affection® And why not? How does 'real life' differ from its ‘artificial’
replication in cyberspace, presuming only that the program is complex
enough?

Of course, the Libraryisnot really the'Universe, its architectureisnot
the architecture of matter: It isan analogical 'universe'. Its shelves store
information in the form of texts which contain 'data’ that mirror or
reproduce the material universe. Borges advances two axioms about the
nature of the Library that he considers indisputable. The first is that it
exists ab aeterno. The architecture of information is too complex and
elegant to have been the product of man, the 'imperfect librarian'. Call it
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God or Nature as you please, but remember that information is about
something, it is not that thing itself: But thisis easily obscured when the
focus shiftsto what isin the Library. Borges’ second axiomisthat 'The
orthographical symbols are twenty-five in number' (the letters of the
alphabet plusthe period, comma and space). Thishasallowed the formu-
lation of a General Theory of the library. All books &re made up of the
same elements, but in the'vast Library there are no two identical books.
From these premisesit may be deduced that the ‘Library istotal and that
its shelves register al the possible combinations of the twenty-odd ortho-
graphical symbols (a number which, though extremely vag, is not
infinite, )* In other words, 'all that it is given to express, in all languages.
Everything: the minutely detailed history of the future...."

When it was proclaimed that the Library containedall books, the first impression wasone
o extravaganthappiness. All men felt themselvesto be the mastersof an intact and secret
treasure. There was no personal or world problem whose elegant solution did not existin
some hexagon. The universe was judtified, the universe suddenly usurped the unlimited
dimension of hope.'

Thus our own era of infohype, the unlimited promise of the great
Internet (the embodiment of Borges Library condensed into millions of
individual computer screens as [Wlindows into cyberspace, a 'sphere
whose exact centre isany oneof its hexagonsand whosecircumferenceis
inaccessible’). These are no small matters. The devil's promises are
enthralling, enchanting, alluring. No wonder so many have been drawn by
thesiren's song. But wait . . . cyberspaceis not another universe into which
we can escape via a magic doorway. Dream worlds exist in the minds of
dreamers, who live in this world, breath air, eat food when hungry and
drink water when thirsty - or not, depending upon their material circum-
stances. Cyberspaceisadreamed world, but the dreamersdream it through
the mediation of computer hardware, fibre optic cable, complex telecom-
munications networks, and specific social and economic systems that
support and deliver these technologies. Cybernauts are wired, in more
waysthan one. Thereis, or at least there should be, a political economy of
cyberspace. Yes, even in the free-floating delirium of this new world, the
old dismal science, like gravity, drags the cybernauts back toward earth.

Some uncomfortable but unavoidablefacts: most of the people of the
present real world not only lack computers but even lack access to
telephones. To most of the world, the Information Revolution is not even a
rumour. The IBM television ads that portray ** solutionsfor asmall planet™
with cute clipsof peoplein traditional and exotic settingsdiscussing (with
subtitles) various arcana relating to the latest IBM technol ogies perhaps
tell us more about the imperia delusionsof corporate power, or about the
penetration by new products of Third World elites, than about any redlity
of 'solutions for a 'smal' planet. The Information Highway may be
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opening out like a vast autobahn across North Americaand Europeand the
hyper-developed parts of Asia, but when it reachesinto Africaand Latin
Americaand the less devel oped partsof Ada, it reachesas narrow fingers
into privileged idands; for much of the Third World, it simply stops short
altogether.” Nor is there any rationa reason to think that the information
revolution offers a magical solution to the endemic problems of poverty
and underdevelopment. It is rather the latest name given to the enduring
and ever deepening domination of the many poor by the wealthy few.
Accessto the Internet is as much use to a Bangladeshi peasant as hitching
aride on the Challenger space shuittle; but it isvery useful to the multina-
tional corporations that rule the global economic system that maintains
Bangladesh as a ghetto of misery.

There are similar arguments against facile idealism applicable within
Western societies. A reasonably up-to-date computer clone, pirated
software, modem and monthly connect charge may not represent a huge
investment. Yet it excludes a great many, as does the specific context of
computer culture. The result is that the Information Highway has a
decidedly middle-classlook. Users tend as well to be disproportionately
male, white, and the other familiar categories of privilege. Of course, over
time these things may change. But just as with the case for Third World
development, there are overheated notions afloat in political and bureau-
cratic circles (viz., the frenetic mind of Newt Gingrich) that a computer in
every kitchen will somehow solve the problem of unemployment and
regional economic decline. It is, of course, out of the question that right-
wing neo-liberal poaliticians (who tend to be the ones that babble most
about the transformative power of the computer) can devise and execute
and pay for a vast public works scheme for actually putting the hardware
and software required into the hands of the poor and the unemployed.
Unfortunately, social democrats have been equally complicit, if less
utopian, in talking up the computer as empowerment. Even the limited
schemes undertaken by some social democratic governmentsto 'retrain’ (a
mantra of contemporary capitalist crisis) redundant fishermen with nofish
stocks, coal miners with closed pits, or workers with skills tied to
vanishing heavy industries, via the route of imparting ‘computer skills
quickly disclosetheir derisory limitations. At best, these retrained workers
hunching over their consoles have instantaneousaccess to the intelligence
that no jobs are available. At least lining up outside the unemployment
office provided some minimal human contact with others of like
predicament, even if the end result isthe same.

The attraction of neo-liberal politicians to infobabble has little to do
with any notionsof redistribution of wealth and power. The computer as
‘empowerment’ is a wonderfully ambiguous piece of rhetoric. This
‘'empowerment’ offers a convenient and trendy rationale for further
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slashing the public sector. Who needs armies of public sector workersto
offer support services when former stete clients have the opportunity to
plugin directly?Who needsexpensivecapita investmentin physicd infra-
structure and maintenance when services can be accessed on the Net?
Right-wing politiciansin North Americawho aretired of seeingtax dollars
going to universitiesand colleges have started talking about the Virtua
University', where coursesare on offer to clients(formerly called students)
receiving information designed by programmers (formerly called
professors) and tapping in assignments and answering exam questions,
without ever leaving their home computers. In the fullness of this vision,
the entiresupport and maintenancestaffs, most of theteaching staff and the
administrative apparatus can be lopped off the public rolls, and the
physical plant (formerly known as the campus) can be sold to the private
sector for more productiveand profitable use. Thisisa paradigm for other
such schemes for a 'Virtud Public Sector' or the 'Virtual Stat€'. Like
Virtuad Redlity, usersallow their sensesto delude them into believing that
they are somewherethey are not, that they are really doing thingsthat are
not happening at al. The opiate of the massesindeed.

Thereis an ideology among many of today's cybernauts, especially the
Americans, that can best be described as frontier capitalism, or rugged
individualism. The self-imageis that of the lone frontiersmanout there on
the cutting edge of civilisation armed with his [the gendered pronoun is
used advisedly] contemporary equivaent of the six-gun, the high-speed
modem. It is expressed in a powerful aversion to the traditional enemy of
the frontiersman, government and its attempts to regulateand domesticate
hiswild energies. Thus there have been ferocious reactionsto the clumsy
attempts of the Clinton administration to impose surveillance over the
Internet, from the 'Clipper Chip' and the embargoingof exportsof various
encryption programmes; to the FBI's ham-handed attempt to enforce
tapping of digital communication (and make the users pay for the
privilegel); to censorship initiatives from various levels of government
againgt cyberspace pornography and hate mail. These are probably
reasonable responses under the circumstances, but they are also classic
examplesof navigatingviathe rear view mirror.

Neither individual free enterprise nor an aggressiveinterventioniststate
are particularly relevant to the new political economy of cyberspace.
Hardware and software are produced by corporate giants like IBM and
Microsoft, and the infrastructure of the Internet is currently a bone of
contention between the tel ephoneand media/cable giants. Thereal frontier
is the commodification of information by capital. To shift metaphors,
cyberspace is like the commons under attack from enclosures. The
relentlessemphasis in recent years on ‘intellectual property' as a crucia
element in international trade agreements points us clearly in the direction
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that the so-called information revolution is travelling. The architecture of
cyberspace may well look very much like the dark vision of William
Gibson in his 1984 science fiction novel Neuromancer that first invented
the very term 'cyberspace: vast mysterious collections of data looming
like mega-fortresses fiercely guarded by giant corporations — while the
'real world' wallows in urban squalor, petty criminality, violence and
tawdry escapism.

Information is a resource whose relation to late twentieth century
capitalismislikethat of il to the capitalism of the early twentieth century.
This is not to say, as some have unwisdly extrapolated, that industria
capitalism is dead. Automobiles still provide the basic means of trans-
portation for much of the world, and oil must still be tapped to feed the
voracious appetite of automobilesfor fuel. Information has not displaced
older resources, just as postindustrialism has not displaced industrialism.
But the computer and the new communications technologies have
redefined how production and distributiontake place. Mass production and
mass consumption have, in the process of fulfilling their promise of
growth, been transmuted. Production (including services) requires fewer
workersand greater 'flexibility', and massconsumptionof mass-marketed
goodsisincreasingly matched by 'niche’ marketingof specifically targeted
production. On both sides of the equation, information and high-speed
communicationof that informationisacrucial resource. The shift from the
primary to.the information-intensive services sector that is evident
throughout the rich industrial nations is another indicator of this same
change. Command over information and itstransmissionwill bethe key to
success in the capitalist world of tomorrow.

The notion that this crucial resourcewill be allowed to becomea public
good is idedlism at its most inane." Thus the cyberspace commons is
enclosed as rapidly as its space expands. The advocates of ‘electronic
freedom' have their hearts in the right place but their heads in the sand.
More apposite to the realities are the young freelance cyberpunk hackers
who for their own fun and profit break into the dark corporate information
towers that loom over the wired world. The first (anti)hero of the first
cyberpunk novel was Gibson's Case, cyberspace cowboy who had made
too many powerful enemies. Y& even these latter-day information
highwaymen are themsel vesgobbled up by the very corporationsthey have
successfully targeted: the electronic safe-crackers are hired on as smart
high-tech security guards to keep out others (and, who knows, to crack
their competitor's security as well?). Already we may be moving into a
new erathat leaves behind the individualistic hacking frontier: organized
electronic warfare employing disciplined teams of corporate hackers
setting about systematically to break into or to sabotage the data banksand
operational softwareof economiccompetitorsmay become the order of the
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day." Computer viruses, first transmitted by freelancers out of malice or
just for the hell of it, will increasingly be utilised as weaponstargeted at
specific competitive information systems (the biological warfareof cyber-
space, attacking the synapses of the enemy's informationeconomy). This
isalong way from the 'promise of the Internet', from the limitlessvistas
of information laid open to each and al who wish to browse itsfields and
pluck its free flowers of truth. Let us be blunt: thisisa vision of Never-
Never-Land, Lucy in the Sky with Diamonds.

We should consider carefully why the promiseof the Internet issuch a
pleasing delusion. It is not because capitalists are evil persons, or because
corporations are conspiring against the public interest (both propositions
might be true, but still be besidethe point). Information isa product. Raw,
unprocessed data is not yet information — and even that requiressomeone
to collect it in the first instance and store it in accessible form. Already
thereare claimantsexpectingcompensationfor their work. Processingdata
into afinished product useful to potential consumersis even greater value
added. All this will be reflected in the final price. Only in the for-profit
private sector are there the resources both to produce sophisticated infor-
mation and to purchase the finished product on a commercialy viable
scale. Public sector informationservices were oncefairly widely available
on afree or relatively low-cost basis, but in this neo-liberal era, market
principlesof user-pay, cost recovery and servicing 'clients haveled to the
virtual privatization of public sector information. Even those once-privi-
leged bastions of state information secrecy, the security and intelligence
agencies, are flogging their information services to the highest biddersin
the private sector. Governmentsincreasingly post free information on the
Internet, but this is mainly for democratic legitimation of their cost-
recovery supply to the private sector: the very fact that information is
freely availableisgenerally proof of itsrelatively low valueascommodity.

Cyberspace will be a treasure trove of information only for those who
aready have treasuries to spend. For the rest of us, beneath the false
promiseof the Internet liesan overstuffed, cluttered, anarchically disorga-
nized jumble of infotrash, so worthless that it has been discarded to lie
aong the sidewalks of the information highway for the casua use of
anyone who caresto pick theodd item up. Astimegoes by, even thislitter
will be cleaned up and replaced by smaller business ventures selling
baubles and beads. North American television viewers have already seen
the future in the Shopping Channels.

Information is a valuable commodity, and it is power in the form of
competitive advantage. But it is crucial to understand that information is
power in a deeper sense. Ever since Foucault's Surveller et Punir:
Naissance de la Prison was published in 1975, we have been derted to the
importanceof surveillanceasa primary mechanism of social control in the
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modem world. With Foucault, the Panopticon — Bentham's plan for a
prison designed in such a way that each prisoner was under constant
hidden surveillance, or what amounts to the same, would believe that he
might be watched at all times— became the quintessential metaphor for a
maodem technology of power. Others have elaborated Foucault's insights
into a concept of the 'surveillance society'." This technology of power
rests on the accumulation of coded information used to administer the
activities of individuals about whom it is gathered. In contrast to earlier
political forms, the modem state lays less stress on overt coercion to
sustainitsrule. Instead it favours pervasive, and penetrativeadministrative
power, primarily through the collection, storage and retrieval of infor-
mation within an administrative context of regulated definitions of tasks,
functions and roles that situate individualsand groups in relation to other
individuals and groups in an administrative or organizational frame-
work. Under a surveillance regime, people disappear into abstract,
bureaucratic categories: ‘client’, 'customer', ‘taxpayer’, ‘functionary’,
‘law enforcement officer', 'supervisor', 'shop steward’, ‘teacher’. The
routinized exercise of surveillance impliescoercion, but overtly involves
only the marshallingof information as a meansof regulating behaviour.
The lineamentsof the surveillance state have been apparent for a long
time, but the explosive advances in computer and communication
technologies provide a powerful and ever-expanding toolbox of surveil-
lance. From the workplace to the streets to the home, people are being
subjected to ever more sophisticated, ever more specific, ever more
invasive, scrutiny. Although many of these technologies were initially
developed through the military-industrial complexes, force-fed by the
national security states during the eras of world war and cold war, they are
now very much central elementsof contemporary capitalism, in two main
ways. First, corporations are enhancing their surveillance capacities to
increase competitiveness, both in terms of the productive process and
marketing/distribution. Second, surveillance isincreasingly relied upon by
capital in genera to reduce risks and provide a more stable environment
for doing business, both domestically and globaly. Indeed, the privati-
zation of surveillance has proceeded to the extent that it is perhaps more
appropriate to talk about the surveillance society rather than the surveil-
lance state. In effect, many of the aspects traditionally associated with the
state's political rule — authoritative allocation of roles and regulation of
behaviour, for example— are being quietly transferredto the privatesector.
Tolook first at surveillancefor competitiveness. fewer workersin more
automated work environments are also more closely-watched workers.
'‘Smart-cards  permit controlled entry to workplacesand also allow super-
visors to keep electronic track of where employees are at al times.
Electronically encoded identification of tools and parts not only permit
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better inventory control but also block employee pilfering. Increasing use
of computers as an integral part of the productive process not only
enhances efficiency but also providesa cumulativeand precise record of
the productivity of the employeesoperating them, aswell asof theworkers
that the computersare tracking. Noneof this need be confined to individual
workplaces: global corporationscarry out global surveillanceof operations
and employees, managersare in constant electronictouch through E-Mail,
teleconferencing, etc., and their performances closely monitored and
evaluated.

When we turn to the marketing and distribution side, the scope of
surveillanceis equally impressive. Mass marketing — which still of course
continues — isa very blunt instrument, a bit like the bombs dropped from
air planesin World Wer 11: avisua or radar sightingof the target areawas
made from thousands of feet in the air, the doors were opened, the bombs
dumped, and the crew hoped for the best. Today's niche marketing is more
like the military's contemporary smart weapons. the targeting is precise
and the delivery is monitored and guided al the way to impact. The key to
the new smart marketing is information. Consumers are identified not as
mass, undifferentiated markets, but as subgroupswith very specific infor-
mation about purchasing patterns and purchasing power. Data banks on
consumer preferences, with informationgathered from myriad sources, can
be cross-referenced and specific potentia customersfor specific products
can be identified and targeted. Mass media move from broadcasting to
‘narrowcasting”: 500 channel television via direct broadcast satellites
permitsa proliferation of specialized programming with specific audiences
whose particular buying preferenceswill be sensitively accommodated by
the advertiserson those channels. Most of the datagathering goeson quite
unnoticed by the targets, or is seen to be facilitating consumption. For
instance, electronic checkouts at video rental shops speed up the process
for customers. Few realizethat information on each rental becomes part of
adata profile of each customer's preferencesin films."

Supply and distribution have been similarly revolutionized by the new
technologies. Bar codes on products can provide instant readout of sales
and inventoriesal the way to the factory door; readjustmentsand resup-
plies can be underway within seconds of consumer decisions recorded at
checkout counters.

Surveillance as risk aversi on moves the private sector closer to the
traditional concernsof the state. Credit-worthinessis a crucial entrée into
the consumer society. Anyone judged a credit risk can not hold a credit
card, or borrow money for a house or car, and may even be barred from
renting accommodation or transportation. Once named a credit risk, on the
basis of data matching from private data banks, a process which allows
little recourse for the targeted person to crosscheck the validity of the
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sources of the negativeinformation, an individual may find it very difficult
to get off thiselectronicblacklist, leading to a downwardspira in persona
economic circumstances. Insurance companies, basing decisions on data
banks to which they have privileged, sometimes exclusive, access, can
deny people accessto insurance policies, or arbitrarily set ratesat prohibi-
tively high levels. In the case of automobile driversin mogt jurisdictions,
this may amount to effectively preventing someone from driving— and in
many cases, from making a living. Even more ominous is the increasing
use of screening for employment: drug testing, evidence of previouslegal
offences, medical problems, even lack of credit-worthiness, may be reason
for denying employment or sacking an existing employee, often without
appedl. Information upon which such significant decisions are made are
based upon immediate access to vast data banks, many of them privately-
held and controlled. Even in the case of public data banks, funded by
taxpayer dollars, the subjects of the information may have little or no
access to dataon themselves, either becausethey are prohibited by law, or
because only corporationswith a high commercial stake can afford to pay
for the added value of ordering the design of the datain forms accessible
for their particular purposes. Again, in the case of public data banks,
citizens often feel that these are actually helpful to them in their daily lives.
For example, 'smart' hedth cards that encode personal medica infor-
mation (blood type, alergies, medications, etc.) offer holderssecurity that
they will be properly handled in medical emergencies. Lessobviousisthat
such cards may contain credit information about health insurancecoverage
that could lead to being turned away at hospital doors, or worse, medical
information (a history of drug addiction, for instance, or having been tested
positive for certain conditions such as HIV) that may have devastating
consequencesfor the holder in varioussituations. DNA banks might seem
to offer protection for peaceful citizens against criminals, but what of the
(admittedly very small) chance of an innocent person's DNA sequencing
matching that of an offender?

The Cold War nationa security state pioneered the process of security
screening of broad categories of people: state employees; workers in
defence and other industries of national significance; immigrants and
citizenship applicants. The criteria were political: membership in the
Communist party or in some other left-wing groups,; association with
known Communists, or past membership in alleged Communist ‘front'
organizations. The political prejudices of conservative politicians and
police were given free reign under the purportedly impartia cover of
security screening - asif thiswerelike objectivescreeningfor adisease. It
did not stop there. Homosexuality was targeted as an alleged character
weakness that left persons vulnerableto blackmail and thus security risks.
Rabid homophobia was never far from the surface, and has in the case of
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the Americanand British military outlasted the Cold War that provided the
ostensible rationale. There were many things going on in this process,
many different fish beingfried. But what was in common was the growth
of data banks on citizens, first in the primitive and clumsy form of card
indices and paper files, and then later in electronic form, in cyberspace.
Thiswas (and is, it still very much exists) a shadow world: it existsin the
thick shadows of state secrecy, and its information shadows, or paralels,
the real world. Owen Lattimore, the Asian scholar who was bizarrely
persecuted by the Washington witch-huntersin the 1950s as a Soviet sy,
said it best in hisautobiography when he referred to the dossierscompiled
on him by the FBI and congressional committeesas the profileof a" man
who might have exisred.”"* There wasareal Lattirnoreand then there was
the Lattimoreof the fileswho might have existed. And only the latter one
mattered in the eyes of the powerful.

Today, in the timeof the Information Revolution, weare dl, in asense,
Owen Lattimores. The private and public data banks that form the high-
security skyscrapers of cyberspace contain the shadow selves of amost
every citizen and consumer. These data profiles, or shadow selves, in
important ways overshadow our real selves." People who have protested
bad credit ratings, for instance, have found that even simple cases of
mistaken identity have been almost impossible to rectify. Just as the
guardians of state security always argued that doubt must be resolved in
favour of the state, never the individual, the powerful motive of risk
aversionon the part of capital meansthat doubt is resolved in favour of the
corporation. Corporationsdo not care if mistakesare made, or injustices
perpetrated against individuals (except in the rare cases where sufficient
bead publicity is generated that their public image suffers), because it does
not pay to be attentive to such possibilities. They are in the business of
avoiding risks on behaf of their shareholders; data profiles indicate risk
categoriesand actionsare taken to avoi d anyone whose profile placesthem
in the category. The result isa kind of social triage. Some are effectively
excluded from full citizenship not in the state but in civil society.

Our cyberspaceselvestend to overshadow our real selvesfor both good
and bad reasons. Data banks mirror the real world but, necessarily, imper-
fectly. Just as a perfect scientific/mathematical model of the materid
universe — one that established a one-to-one relationship with reality —
would be an absurdity, atheory asvast and complex asthe actual universe,
so too data profilesare alwayssimplificationsof redlity. The key pointsare
who asks the questionsand sets the parametersof the datasearch, for what
purposes. The answer of course isthat those with wealth and power get to
shape the questions and thus the kind of simplifications that emerge.
Corporatedata banks, and the public data banksto which corporations buy
privileged access, are there to answer corporate questions. The simplified,
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perhaps simplistic, data profiles are patterned to answer corporate needs.
Real world selves are inveterately messy, maddeningly complex, irritat-
ingly inconsistent, full of contradictions— in aword, difficult. That iswhat
it meansto be human, after all, and why we 0 often throw up our handsin
personal relationships, write poems and novels and plays to contemplate
the inexplicable, toil over biographies,and vainly try associal scientiststo
explain individual behaviour through metatheories of the collective. But
our cyberspace shadow selves arenot messy, not complex, not incon-
sistent, not contradictory: they are simple, easy constructs that can be
quickly and cheaply drawn from the database and cost-efficiently used by
the customers who pay for them. These cartoons crowd out the messy
reality because the world of economic transactionsis structured in such a
way that only certain kinds of information can befed intoit. If you don't
fit the programme, you will have to be cut down to size, or stretched, or
whatever it takes. It's the Mad Hatter's Tea Party; if the mouse can't be
stuffed into the teapot he will just have be excluded — arisk.

But thisis, after all, the Library of Babel. The biblical Tower of Babel
was an audacious attempt to build a direct link between earth and heaven.
A jealous God cursed the architectsand builders with a multiplicity of
languages so that no-one could communicate with any other. The Tower
fell and the languageswere dispersed acrossthe earth. So the extravagant
happiness of the revolutionariesarmed with the General Theory of the
Library soon givesway to doubts, heresies, strifeand despair asit becomes
apparent that ‘everything' includes nonsense, mistakes, even deceptions.
One book consists of nothing but "the letters MCV, perversely repeated
fromthe first line to the last." The era of infohype passesinto the era of
infobabble.'Purifiers are despatched through the endlesshallsto seek out
and destroy false texts. There are strugglesand librariansare murdered;
others commit suicide.

Seen in a sceptical light, cyberspaceis not such an enthralling field of
possibilities after al. It is a threatening terrain with dark towers of data
brooding on the horizon, old-fashioned exploitations and conflicts trans-
posed into new and disturbing forms, haunted by strange shadow
distortionsof our material selves that menace usin our daily lives. It isan
alienated world where the productsof our own invention and imagination
come back to torment us.

This picturetoo is just a possible world, drawing on elements already
present and extrapolating a plausible, if unpleasant, future. Like all
possible worldsit will probably not come about exactly as pictured; it may
indeed look quite different. Futurology is a treacherous endeavour,
especialy when premised upon the whims of that most illusive of
masters/mistresses, technological innovation. But the bottom line of my
argument is that any speculation that fails to take into account the thread
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of continuity in termsof power and wealth will be seriously off the mark.
The networked computer may change usin waysthat can be both foreseen
and yet unforeseen. It is unlikely to effect, by itself, a fundamental trans-
formation in the political economic structureof the very system that gave
rise to it, that marketed it, and enthusiastically incorporated it into its
organizational strategy for competitive success. If real change isto come
about, it will haveto be because people make it happen, by learningto use
the new technologies against their owners, not because a technologica
deus ex machina doesit for them.

What then of the left-wing cyberenthusiasts and their prophecies of
cyberspace as a democratic frontier? One must immediately quaify any
responseby grantingthat in authoritarian regimes, the new communication
technologies can be liberating and empowering. The capacity of any
repressiveregimeto shut out the outside world, to hold its subjectscaptive
in mind aswell as body has been rapidly eroded. The fax machine and E-
Mail have indeed become revolutionary weapons in the hands of
dissidents, and satellitetelevision,for all that it symbolizescultural imperi-
alism and the penetration of traditional cultures by Western capitalist
values, also destabilizesbrutal regimesand policestates. But when weturn
to the so-called 'advanced' liberal democracies, the democratizing
potential seemsfar lesssubstantial.

Take the fashionablechatter about 'virtual communities' in cyberspace
as new nodes of socia resistance. Some have even spoken of Internet
affinity groups as 'electronic cafés’ like the European cafés of the early
twentieth century where radical and revolutionary ideas and movements
were spawned. But these 'virtual communities' are entirely lacking in the
social and cultural context that could give rise to actua revolutionary
movements. They are literally disembodied, disconnected from the social
rootsof their participants, floating in cyberspacewithout the identitiesthat
enable and drive people to carry out actual strugglesagainst real enemies.
People who communicate with one another only in cyberspace often
mediate these communications through masks, false identities that they
consciously adopt as playful/deceptive shields to protect their red
identities.* Some would have us believe that this represents a new
evolving consciousness that transcends class, ethnicity, gender and
national borders. It sounds more like escapist game-playing: Nintendo
playersd the world unite, you have nothing to lose but your identities! In
any event, it isalready a notoriousfact that it is the Right, not the Left, that
has made the most of the political opportunitiesof cyberspace, in many
cases the ugliest elementsof the Right, offering racism as political pornog-
raphy on the Internet. )

Another take on this is to argue tha cyberspace eliminates from
communication the hierarchical cues that infect face-to-face communi-
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cation. Women need not be silenced by domineering male voices,
discussion can be colour-blind, etc. It is true that studies of the impact of
E-Mail communication in multinational corporations suggest a slight
weakening of hierarchical order, a certain limited democratization.
Unfortunately, thereisadownsideto this democratization. Unableto effect
gented putdowns by the body language of status and privilege, or unable
to catch the cues that would signal retreat and submission, participants
resort to verbal violence: the phenomenon of 'flaming' one's opponents.
The democraticfrontier turnsout to be a Hobbesianfrontier, the verbal war
of al against al. The mora lesson? The fault, dear Brutus, is not in the
dtars.... An aggressive, competitive society is not transformed when
beamed into cyberspace; rather cyberspace takes on some of the
colouration of that society.

Does the Information Revolution offer an alternative? Yes and no. It
does offer an aternative capitalist future, but it is unlikely, under present
circumstances, to offer an alternativeto capitalism. On the other hand, the
profound impact of this revolution cannot be ignored by those seeking real
aternatives. Cyberspace is a new redity, a spectre haunting the world. As
some of the old terrains of struggle shrink, cyberspace expands as a new
terrain to be studied, and to be acted upon. It is emphatically not itself an
answer to problemsthat we ourselves must solve, with or without the aid
of technology.

At the end — or is it the beginning (the Library is "unlimited and
cyclical™)- we are left with the great conundrum of the Library: by
containing everythingit containsnothing. Indeed, evenif humanity wereto
extinguish itself, ""the Library will endure: illuminated, solitary, infinite,
perfectly motionless, usaless, incorruptible, secret”.

In the Hitch Hiker's Guide to the Gdaxy, the ultimatecomputer, 'Deep
Thought', after cogitating for seven and a half million years, finally
delivers the answer to the 'great Question of Life, the Universe and
Everything'. The answer: ‘forty-two'. When complaints are raised about
how disappointingthisis, Degp Thought suggeststhat the problemisin the
question. But the question is ... everything. ‘"Exactly!" said Deep
Thought. So once you do know what the question actuallyis, you'll know
what the answer means.’”

NOTES
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(Princeton 1994). The virtua fish actually do exist, in a computer at the University of
Toronto: see Stephen Strauss, ‘Artificial Life, The Globe and Mail (Toronto) Sept. 10,
1994, p. D8.

. The doctor thus represents one further step along the road pioneered by the earlier

brilliant creation of StarTrek: the Next Generation, Datathe android, who raisesthe same
troubling questionsabout the dleged uniquenessof humanity.

. Actually Borges is mistaken: there are an infinite number of combinations of a limited

number of characters. | am indebted to George Comninel for pointing thisout to me

. A recent survey indicated there are about 3.4 million computershooked up to the Internet

in the United States (70% of the global total) and just over 500,000 in Western Europe.
By contrast, Africa hasjust 27,100, Central and South America 16,000 and the Middle
East 13,800. A report by a non-governmenta foundation warned about a new form of
poverty —"information poverty" —that threatensthe devel opingworld." Thereisadanger
of a new information elitism which excludes the majority of the world's
population.. ..The technology could actually increase the gap between rich and poor.”
Mark John, 'Third worldfaces" information poverty”-report', Reuters(London) Oct. 11,
1995. Even this survey may have missed the degree of domination of the Internet by US
users: on its heels came another survey showing that the number of Americanswho use
computer on-line services shot wp in the first hdf of 1995 to 12 million. 'On-line-
services, AP(New York) Oct. 15, 1995.

. For an example of how vapid any discussion of these issues that avoids or ignores the

underlying redlity of capitalist ownership of information can be, see Anne Wells
Branscomb, Who Owns I nformation?From Privacy to Public Access (NY 1994). After
185 pages of considerationof the question asked in her title, she concludeswith breath-
taking banality that ""we [?]will build the kind of legal infostructure that we [?] want and
need." (p. 186)

. At arecent conferenceon 'Infowar’ an American el ectronic warfare speciaist told of a

bizarre plan by a group of American hackers, allegedly motivated by patriotic rage at
French economic espionageagainst the US, to mount an "' electronic assault on the main
nerve centres of the French economy". Although apparently technically capable of
inflicting considerabledamage, the plan was cdled off when the FBI threatened them
with arrest. 'Dawn of the Infowar era, |ntelligence Newsletter 271 (14 September1994)
p.1

Anthony Giddens, The Nation-State and Violence (Berkeley 1987); Christopher
Dandeker, Surveillance, Power and Modernity (Cambridge 1990); Oscar H. Gandy, Jr.,
The Panoptic Sort: a Political Economy of Personal Information (Boulder, Colo. 1993);
David Lyon, The Electronic Eye: the Rise of Surveillance Society (Minneapolis1994).
Republican Supreme Court nominee Robert Bork learned about thisto hisdismay when
undergoingSenate confirmation afew yearsago: enemiesgot hold of the information that
he had in the past rented pornographicfilms.

Owen Lattimore, Ordeal by Sander (Boston 1950) p. 28.

. Mak Poster was one of thefirst to point out the existence and someof the significance
of thisshadow world: The Mode of aformation, op. cit.

In Douglas (GenerationX) Coupland's 1995 novel Microserfs, set among agroup of ex-
Microsoft ‘techies running their own software start-up in Silicon Valey, one character
fallsin love with an E-Mail correspondent in Waterloo, Ontario, whom he knowsonly by
the addressBARCODE, seX, age, etc. unspecified.

. Douglas Adams, The Hitch Hiker's Guide to the Galaxy (London 1979) p 136.
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